
  

Reading, Berkshire – 5th July 2017 

Call for cyber-security ratings of firms & products to protect 
consumers 

The National Cyber Security Centre is being lobbied by cyber-security experts who want to 
see nationwide schemes put in place to better protect consumers against the threat of data 
breach or hackers. 

Specialists in cyber-security solutions and training, EnterpriseRed, who are based in 
Berkshire, has called upon the NCSC’s CEO, Ciaran Martin, to launch two programmes.  The 
first is to assess and provide cyber-security ratings for businesses who collect, store and 
may share customers’ data.  With barely a week going by without a news story involving 
hacking or data breaches, like the recent Wannacry ransomware attack which paralysed 
parts of the NHS for days, EnterpriseRed’s CEO, Ian Kennedy-Compston says it’s time that 
organisations were officially rated to help consumers make the right choice about who to 
share their data with.   

“Before you eat in a restaurant, you can see the hygiene rating,” he says, “which gives you 
an indication of how careful a business is with preparing food.  Our view is that it’s every bit 
as important to know how safe your data is with a business, especially given the potentially 
catastrophic effects of hacking or inadvertent data breach due to lax security practices.” 

EnterpriseRed urges the NCSC to recognise those businesses who take the greatest care of 
their customers’ data through a combination of using the right technology to handle and 
store information and robust training of employees to form an effective human firewall.  
Equally, it believes, companies who don’t take such a thorough approach and who risk the 
data of their customers being lost, stolen or leaked should be clear to potential customers. 

The second scheme the company is lobbying for is for a security rating to be applied to 
every IoT device.   Covering technology from televisions to printers, home heating controls 
to CCTV cameras and cars, Kennedy-Compston says more should be done to highlight the 
potential cyber-security vulnerabilities of these IoT devices which could be accessed by 
hackers or used in widespread “botnet” attacks, bringing down websites of commercial or 
social organisations, such as last year’s attacks on Twitter and Airbnb. 

“All too often,” says Kennedy-Compston, “people are being wooed by the ability to control 
something remotely – like their home heating, or security cameras, or even their 
dishwashers, or to ask their latest personal assistant, like the Amazon Echo, for help.  These 
things are all connected to networks which are at risk of being compromised by hackers who 
can steal their identities to commit fraud, hold them to ransom or spy on them remotely.   



We want the NCSC to provide a security rating for each of these devices so people can make 
an informed decision about what they are buying and the potential cyber-security issues 
when bringing such a device into their home or business.” 

EnterpriseRed says they value the focus which the NCSC, part of GCHQ, is placing on raising 
cyber-security standards in the UK and is hopeful the organisation will seriously consider the 
call to rate the cyber-security approaches of businesses and manufacturers of IoT devices.  
In the meantime, according to Kennedy-Compston, anyone sharing their personal 
information with a business or organisation should ask these questions: what will you do 
with it, who will you share it with, and how will you protect it?  “If they can’t answer you 
satisfactorily”, he says, “give them a wide berth.” 

Ends 

EnterpriseRed is an established, UK-based provider of enterprise-class cyber-security 
solutions covering on-premise, cloud-based and mobile systems. Its services range from 
assessing an organisation’s level of cyber-security readiness, through to recommendation 
and implementation of technical solutions based upon market-leading cyber-security 
products to employee training, enabling an organisation’s employees to become effective 
human firewalls. 

For more information, contact EnterpriseRed on +44 (0)203 371 9178 or email 
info@enterprisered.com. 

  

  

  
  


